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An industry-wide problem

Protecting buildings from 
unauthorised copying / cloning 
of 125kHz proximity keyfobs.

Proximity key fobs are to be MIFARE 13.56MHz technology, or equal / higher 

security to reduce the risk of unauthorised copying or cloning. Older technology 

proximity key fobs, for example 125kHz and 153kHz are no longer acceptable. 

Proximity key fobs and radio transmitters must be robust and each to have a 

factory engraved visible unique ID number to facilitate control of the system by 

management and residents. 

Radio transmitters for vehicle entrances must also incorporate the rolling code 

security feature.

BE CAREFUL AND MAKE SURE YOU ARE PROTECTED

Written confirmation is required from the security specialist of the technology type 

of both the proximity keyfobs and radio transmitters (credentials) proposed, their 

security encryption level and other measures taken to protect against unauthorised 

access using copied/cloned/forged credentials.

 The security installer/manufacturer must also, in addition to the above, confirm 

in writing that the security encryption of all the credentials provided meet all the 

requirements of Secured By Design and the National Security Inspectorate.
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www.rosediy.co.uk
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ALL COPIED

FRONT VIEW FRONT VIEW

REAR VIEW REAR VIEW

Radio transmitter 
(manufacturer unknown)

Paxton radio transmitter 
(manufacturer Prastel)

Paxton proximity keyfob

FRONT VIEW

REAR VIEW

www.rosediy.co.uk
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PAC 20250 “KeyPac” — 125kHz RFID

TDSi — 125kHz RFIDEntrotec — 125kHz RFID (Sensortag)

Noralsy — 125kHz RFID

PAC “Shadow” Card ISO — 125kHz RFID

SHOP ALL COPIED

KMS Sharktooth (EM4002) – 125kHz  RFID
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www.fortresslock.co.uk

http://www.fortresslock.co.uk/welcome/trade-area/

http://www.fortresslock.co.uk/welcome/trade-area/smartcard-deluxe-2/

PAC 21020 Easikey — 153kHz RFID

BPT Impro — 125kHz RFID

Noralsy — 125kHz RFID

SHOP ALL COPIED
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PAC 20250 “KeyPac” — 125kHz RFID TDSi — 125kHz RFID

Entrotec — 125kHz RFID (Sensortag)BPT Impro — 125kHz RFID

Noralsy — 125kHz RFID PAC “Shadow” Card ISO — 125kHz RFID

SHOP ALL COPIED
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KMS Sharktooth (EM4002) – 125kHz  RFID
Videx 955/T (EM4002 / 32 Bit) – 125kHz RFID  

Raytel  DC50M Pack Tag = AR-TAGK11R20 Elvox
(EM4002 / 26 Bit ) – 125kHz RFID

HID 1386  ISO Prox II Card – 125kHz RFID
(Standard 26 Bit / H10301 format)

ACT proximity fob, 125KHz  RFID (marked with company logo and 
ID number).

MLS (SHOP) FORTRESS (SHOP)

Rosslare – 125kHz  RFID

BPT Impro — 125kHz RFID
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Castle – 125kHz RFID.    Euro Series Systems, part ref: EUR-023. Menvier/Scantronic – 125kHz RFID.  Part ref: PROXTAG (PK5) Visonic – 125kHz RFID.  Power-G Systems, part ref:  K-303465.

Honeywell – 125 kHz RFID.  Galaxy Systems, part ref: YX0-0020 Texacom – 125 kHz RFID. Premier Systems, part ref: CDB-0001

CASTLE MENVIER / SCANTRONIC VISONIC

HONEYWELL TEXACOM

PROXIMITY KEYS FOR INTRUDER ALARM PANELS
ALL COPIED
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http://dx.com/s/125khz http://dx.com/p/125khz-rfid-card-copier-duplicator-with-writable-rfid-card-and-keychain-standalone-operation-17230
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http://www.keymam.com/product_view.asp?pid=1632
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http://www.hallsofcambridge.co.uk/latest-news/electronic-fobs-and-cards-copied-at-halls/

SHOP
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www.rfcopy.com www.rosediy.co.uk
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From: SESAME [mailto:alen@sesameacs.com]
Sent: 24 March 2013 04:36 
Subject: Proximity Access Entry 
 
Hello,  
 
We are happy to share with you the FOBs tags,. They are very good qualtity and widely used in
access control system. Quotation starts at 0.12 USD/pcs. 
 

 
Our Products Include: 
 

Fingerprint Time & Attendance Terminals 
Fingerprint Access Control 
Access Controllers 
Smart Card Readers(Keypads) 
Guard Tour System 
Electronic Locks 
 
Please feel free to share with us your security needs and we will send you low quote soon. 
Our web www.sesameacs.com  
 
Regards, 
 
 

 

Alen 
International Sales Manager  
Sesame Access. Co., Ltd.
202, B building, Datang Industral,Tianhe District,Guangzhou,China,510065

 

Email:  alen@sesameacs.com   Tel:   86-20-28075117 Web 
:  

www.sesameacs.com 

MSN:  sesameacs@hotmail.com Fax:  86-20-22082280
Skype:  sesameacs 
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PROX FOBS  www.gumtree.com/p/business-services/apartment-fobs-copied/1010577301 RADIO FOBS  www.gateremotes.co.uk

MANCHESTER


