CCCCCCCCCCCCCCCCCCCCCCCCCC

SECURITY DESIGN GUIDE




We are a proud member
of Secured by Design
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Site specific security strategy and drawings must be provided to the Design
Out Crime Officer (DOCO) representing Secured By Design.

The DOCO will evaluate the Security Proposal based on all relevant site
specifics including, for example, local knowledge regarding crime rates.

To receive Secured By Design Certification, the Security Proposal must be
approved in writing by the DOCO responsible for the area.

This manual is designed as a guide to assist in meeting the security

requirements as determined by the DOCO.

Schematics legend

All installations must comply with the latest H&S and Building Code regulations. Safe emergency egress must be
guaranteed to all persons at all times under any/all circumstances.

L10 20
Proximity keyfob reader (if NACD then anti-clone CCTV camera.
@ protected, ID numbered and remotely managed via |:|<
BATICONNECT.COM cloud for SBD compliance).
L41
Loa EM24EX stainless steel normal exit + self-resetting
Double Pole (DP) momentary NO/NC door release button @ latching emergency exit system (fitted within 1 metre
o (fitted within 1 metre maximum distance of the relevant maximum distance of the relevant door exit pull/push
door exit pull/ push handle at a maximum height of 1 handle at a maximum height of 1 metre from FFL).
metre from FFL). This is NOT an emergency exit device in All'locking must be 12VDC fail safe.
its own right.
L47
| 106 PROTECTED door release exit button: Double Pole (DP)
Double Pole (DP) momentary NO/NC door release button momentary NO/NC (fitted within 1 metre maximum
(fitted within 1 metre maximum distance of the relevant door distance of the relevant door exit pull/push handle at a
exit pull/push handle at a maximum height of 1 metre from maximum height of 1 metre from FFL). Purpose is to prevent
FFL) + Green emergency breakglass door release with flip lid unauthorised activation of the button from the public side,
(fitted within a 1 metre radius of the door at a maximum height make sure correct model type selected.
of 1 metre from FFL). All locking must be 12VDC fail safe. This is NOT an emergency exit device in its own right.
L08 | 148
12VDC fail safe electric release or electro-magnet (as === \isitor Call Point (VCP), conventional hardwired video. Must
E per advice or pre-installed by door supplier for door VCP| be Equality Act 2010 (DDA) & Secured By Design compliant.
type, designation and usage profile).
| L15 L67
Radio receiver for vehicle gates (if NACD then anti- Gerda Access Control Box (ACB) to provide access to the
((( I ))) clone protected, ID numbered and remotely managed G Fire & Rescue Service through the Gerda One Key® system (Secured
via BATICONNECT.COM cloud for SBD compliance). By Design Homes 2016, section 27.10). Refer to NACD drawing
T12030 for cabling. For all information: www.gerdasecurity.co.uk
ATI (2:4/5/365 REALéTIME I—I IPGUARD
LOUD MANAGEMENT
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5 Fundamental principles.

6 Communal residential buildings, ground floor, general security principles.

9 Securing the inner lobby door, option 1 with proximity access control.

10 Securing the inner lobby door, option 2 with visitor call-panel + proximity access control.
11 Security for and from car parks.

16 Securing a residential building through compartmentalisation.

21 Security for bike stores.

23 Security for bin stores.

27 Security for lifts.

29 Fixing heights.

30 Important Health & Safety — Double pole exit button position.

31 Visitor Door Entry Panels must be Equality Act 2010 (DDA) compliant.

33 We know the risks. We have implemented security features to reduce those risks.
35 EM24EX self-resetting emergency exit system.

I—I IPGUARD CYNImm 24/7/365 REALTIME
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1 All communal external doors and gates that give access into the building or car park
must be controlled.

2 All communal external doors and gates that give access into a bin or bike store must be
controlled.

3 Doors and gates within externally accessed rooms/stores that themselves give access
into the building must be controlled.

4 Visitor door entry systems must log visitor calls to flats to enable identification of
residents abusing the system.

5 Resident access control (proximity / radio) systems must log all usage to enable
identification of residents abusing the system.

6 Visitor door entry and resident access control system equipment must all be technically
compliant to Secured By Design (SBD).

7 Resident proximity and radio access control system must use security encrypted fobs /
transmitters that prevent cloning.

8 Visitor door entry and resident access control system must be fully networked and
remotely programmable.

9 Visitor door entry and resident access control system must be fully Equality Act 2010
(DDA) compliant.

10  Resident access control proximity keyfobs and radio transmitters must each have, as a
minimum requirement, its unique Identification (ID) number visibly factory stamped on
the device itself.

11 Management / system owner must be able to access the system remotely, from
anywhere, via any internet enabled device, 24/7/365 for programming, data retrieval and
system alerts.

BATI 24/7/365 REAL-TIME IPGUARD
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Proximity access control system;
security encrypted, networked, remotely
programmable for SBD compliance.

VISITOR CALL PANEL
Audio-Visual + Proximity
Access Control

CCTV camera
always positioned
to capture persons
leaving the bin store.

[ ‘ )
p Y

N CCTV to capture all persons
} actually entering the

QT

/

— N

i)

building.

q U

CCTV cafnera positioned to capture j

BT\
N

E\ el
T

To prevent oy . o B
unauthorised |- ) —F all persor?s»gnterlng the building. |
access into the 4 _ / I ﬁ
building via the oy : _ L
binstore. | T B R RSB E
i = A e
. ‘S TARS = 1 LET| || [UET & @ \F;?JHX/ (g = ‘S‘I'A RS 7
B \\ 0 (2NN 17 N S 7 e 0
ff S— ‘ ‘ ‘4‘_’,, i { i/ ( N L / N ] . To secure the inner lobby
— ‘/ : ] N _ door. Inner lobby door opens
A \ / S = CONCIERGE ‘ ~ ) ~in conjunction with the main
e /\ ' D FACILITIES g~ / entrance for visitors only.
| ol 1] ] o

To prevent unauthorised
access into the bike store
from the building.

« B —

| To prevent unauthorised

access into the building —
via the bike store.

¥

CCTV camera always
positioned to capture persons :
leaving the bike store. gl

—\
_}E

S3aM Aldd

S$3X091s0d

' capture persons in front of the

reception desk, security objective
is to protect the concierge.

CcCcTV captures all persons
actually entering the building

and also covers the postboxes.

Stainless steel self-resetting
emergency exit device for
SBD compliance.

2 El \ 1
N 14 @ . ’-hl :.;"/ ““
E <—— CCTV camera covering

IPGUARD

4G/IP/GSM SMART
Visitor Door Entry

BATI
co

CcLouD

ECT

N

entrance foyer

VISITOR CALL PANEL
Audio-Visual + Proximity
Access Control

24/7/365 REAL-TIME
CLOUD MANAGEMENT
baticonnect.com
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CCTV camera always Proximity access control system;
positioned to capture persons

security encrypted, networked, remotely
leaving the bike store.

programmable for SBD compliance.

EX

STORE

BIKES

To prevent unauthorised
access into the building
via the bike store.

To prevent unauthorised access into B M
the bike store from the building. L@y CCTV camera always

! positioned to capture person
\\ leaving the bike store.
Stainless steel self-

resetting emergency

N

exit device for SBD L /s
compliance. | ) \w LIFT LIFT > =
VISITOR CALL PANEL B\ __.' 4 o
Audio-Visual + Proximity \ = ' = — [ ] ni—
Access Control =-.-—— - = | =-

CCTV camera positioned
@ VD <— to capture all persons
Iy

entering the building.

Positioned to
capture all .; sons
accessing stairs and

lifts via the bin store.

To prevent unauthorised access
into the building via the bin store.

CCTV camera always
positioned to capture persons
leaving the bin store.

YNAmm 24/7/365 REAL-TIME IPGUARD
www.nacd.co.uk 70 5l CLOUD MANAGEMENT IAl 4G/IP/GSM SMART
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To prevent unauthorised
access into the bike
store from the building.

CCTV camera positioned
to capture all persons

AN
i

entering the b\g}ldlng.

@
4
(7]
< DC camera always
positioned to capture persons \
leaving the bin store.
|
h— | T
P

Proximity access control system;
security encrypted, networked, remotely
programmable for SBD compliance.

4G/IP/GSM SMART
Visitor Door Entry

I—I IPGUARD
N

> ——

CCTV camera always
positioned to capture persons I
leaving the bike store.

I

daA

CCTV camera positioned
to capture all persons 1
entering the building. \

I r
Stainless steel self-resetting emergency
exit device for SBD compliance.

1l

VISITOR CALL PANEL
Audio-Visual + Proximity
Access Control

BATI
CONNECT

CcLouD

24/7/365 REAL-TIME

CLOUD MANAGEMENT WWW.naCd.CO.uk

baticonnect.com



MAIN ENTRANCE

VISITOR CALL PANEL AUDIO-VISUAL
+ PROXIMITY ACCESS CONTROL
Used by Visitors & Residents

Stainless steel anti-vandal, must be
Equality Act 2010 (DDA) & Secured By
Design compliant.

.
CCTV camera covering ——p <
entrance foyer. vCP
—
1
v
< EX

A

= Stainless steel self-resetting
emergency exit device for Secured
By Design compliance.

A

I LOBBY

INTERNAL LOBBY DOOR H

Used by Visitors & Residents
Inner lobby door opens in H
conjunction with the main entrance
for visitors only. Visitors have

through inner lobby door before ————

CCTV to capture all persons
actually entering the building.

Proximity access control system;

A

security encrypted, networked, remotely
programmable for SBD compliance.

el
sufficient time to walk to and 1 N\ P
=~

it relocks. Residents use their :  —

proximity keyfob on both doors.

EX

Security objective:

<—— Exit button (DP) +
Emergency breakglass.

To create an additional barrier to unauthorised access into the building when (1) main entrance door has been left unlocked (2) trades have

access rights into the lobby (via code etc).

It is NOT to prevent or even reduce tailgating. Residents do not all know each other and they certainly do not know visitors to other flats.
Visitors will not interfere with other persons also entering the building. Residents “buzzing-in” their visitor will not challenge the legitimacy

of an unknown visitor also waiting to enter.

www.nacd.co.uk G328 CLOUD MANAGEMENT

YNimm 24/7/365 REAL-TIME I—I IPGUARD
7, Jal
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MAIN ENTRANCE

VISITOR CALL PANEL
AUDIO-VISUAL
Used by Visitors & Residents

Integral Proximity Access Control.
Stainless steel anti-vandal, must be
Equality Act 2010 (DDA) & Secured

. y )
CCTV camera covering ———» < VCP By Design compliant.
entrance foyer.
— 1 | \L
A Ve {\, L]
b EX |} = Stainless steel self-resetting
H emergency exit device for Secured
By Design compliance.
|| LOBBY
O
2}
=
vs)
H O
X
m
A &
CCTV captures all persons
I actually entering the building and
INTERNAL LOBBY DOOR also covers the postboxes.
Used by Visitors & Residents
Inner lobby door does NOT open in 1
conjunction with the main entrance
for visitors only. Visitors walk to VISITOR CALL-PANEL AUDIO-VISUAL
inner lobby door and call again. i N\ VCP| = + PROXIMITY ACCESS CONTROL.
Residents use their proximity \.'_'. Stainless steel anti-vandal, must be
keyfob on both doors. : 1 [ Equality Act 2010 (DDA) & Secured By
Design compliant.
EX

‘; Exit button (DP) +

Emergency breakglass.

Security objective:

To create an additional barrier to unauthorised access into the building when (1) main entrance door has been left unlocked (2) trades have
access rights into the lobby (via code etc).

It is NOT to prevent or even reduce tailgating. Residents do not all know each other and they certainly do not know visitors to other flats.
Visitors will not interfere with other persons also entering the building. Residents “buzzing-in” their visitor will not challenge the legitimacy
of an unknown visitor also waiting to enter.

Secondary visitor call panel is primarily for convenience:

Equipping the inner lobby door with visitor calling facilities is a client choice. It is the fact that the door is kept electronically locked by the
proximity access control that provides the security as explained above.

I—I IPGUARD BATI 24/7/365 REAL-TIME
A CO

4G/IP/GSM SMART ML CLOUD MANAGEMENT www.nacd.co.uk
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CCTV camera positioned to —»
capture cars, pedestrians

and cyclists entering the car Radio transmitter access
park. Quantity of cameras control system; security
dependent on layout. encrypted, networked &

remotely programmable for
SBD and Equality Act 2010
compliance.

Exit button; protected type
to prevent unauthorised
activation from the public side.

N

WVaVaVaVaVaVaNaViVaVaViS
AR ARARBAANY

Proximity access control system;

T

security encrypted, networked, remotely CCTV camera covering
Gerda box programmable for SBD compliance. front of gates
PEDESTRIAN AND VEHICLE
BIKE ENTRANCE ENTRANCE
BATI 24/7/365 REAL-TIME IPGUARD
Www_nacd_coluk Lou CLOUD MANAGEMENT EI 4G/IP/GSM SMART 1 1

baticonnect.com Visitor Door Entry



CCTV camera positioned to
capture pedestrians and cyclists.

CAR PARK Note that both the pedestrian gate

and the ramp gate are covered.

CCTV camera
positioned to o W

capture cars.

CCTV camera positioned
to capture pedestrians
and cyclists.

Exit button;
protected type

to prevent
unauthorised
activation from the
public side.

|

FHO0L

FLAT -«— PEDESTRIAN AND
BIKE ENTRANCE
CCTV camera 4\
covering front

Proximity access control system;
security encrypted, networked, remotely
programmable for SBD compliance.

of gates

o
e

q f {
Gerda b VEHICLE PEDESTRIAN
erda box ENTRANCE AND BIKE
ENTRANCE
Radio transmitter access control
system; security encrypted,
networked and remotely
programmable for SBD and
Equality Act 2010 compliance.
IPGUARD BATI 24/7/365 REAL-TIME
12 l:l 4G/IP/GSM SMART e o3l CLOUD MANAGEMENT www.nacd.co.uk
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VISITOR CALL PANEL
Audio-Visual + Proximity
Stainless steel self-resetting emergency Access Control

exit device for SBD compliance.

Inner lobby door opens in conjunction
with the main entrance for visitors only.
Visitors have sufficient time to walk to
and through inner lobby door before it
relocks. Residents use their proximity
keyfob on both doors.

To prevent unauthorised
access into the car park via the
building, for example, visitors.

To prevent unauthorised
access into the building/
core via the car park.

CAR PARK

CCTV camera positioned to capture cars,
pedestrians and cyclists entering the car park.
Quantity of cameras dependent on layout.

Exit button;
protected type
to prevent
unauthorised

To prevent

unauthorised access
into the car park via
the bin store.

CCTV camera always
positioned to capture
persons leaving the
bin store.

Proximity access control system;
security encrypted, networked, remotely

programmable for SBD compliance. HIREeATE

24/7/365 REAL-TIME
CLOUD MANAGEMENT
baticonnect.com

BATI
CONNECT

CcLouD g

www.nacd.co.uk

PEDESTRIAN &

activation from
the public side.

,L,,,@ﬂ&,,,L

Radid: transmitter access control
system; security encrypted, networked
& remotely programmable for SBD and
Equality Act 2010 compliance.

Gerda Box

VEHICLE
ENTRANCE

CCTV camera

covering front

IPGUARD

4G/IP/GSM SMART
Visitor Door Entry

of gates

13



El gl COMMERCIAL

?
Lo o)

~_CCTV camera positioned
to capture all persons
entering the building via

the car park.

To prevent unauthorised
access into the car park via the
building, for example, visitors.

<7
CCTV camera always
positioned to capture persons
leaving the bike store.

& :

To nt unauthorised —— >
access into the building/
core‘via the car park.

CAR PARK

If tHe biké store‘is a Q
| cage, always use an X
~ - EXP type exit button.

\ | ==

,% I |

| Proximity access control system;
secuﬁty encrypted, networked, remotely
rogrammable for SBD compliance.

\
\

B e -+l
| |

I—I IPGUARD CYNIm 24/7/365 REALTIME
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pedestrians and cyclists entering the car park.
Quantity of cameras dependent on layout.

B ¥ , I \T,
N I \
Proximity access AL UL L L O L L B VL L DL AR L A )
control system; ISV Y e
security encrypted,
networked, remotely 7
programmable for SBD ﬁ,,\ Exit button; protected type CCTV camera always <
compliance. | Y\ PLANT to prevent unauthorised EIHES positioned to capture persons
\ activation from the public side. leaving the bike store.
|| L p — g &
PUEBRRALLLORRE e iTT it il
. Jr Jr Jf' Jr' Jr i Jr' 4 Jr Jr' Jr Jr Jf' Jr Jr Jr Jr' Jr Jr Jf' Jr' Jr Jr Jf' Jr Jr Jr Jhﬁ%ry\l’;’;’ir
v LE N0 FEN ¥ ¥ Wq o o ¥00 0 o A60 ¥ ¥ WEW o 0 VAU N 0 NUW N 4 O
—— oo BRI { -}
Gerda Box —— @E [
M Radio transmitter access control system; security
w / encrypted, networked & remotely programmable for
X w / SBD and Equality Act 2010 compliance.
s 2 44/
o3 Z ) -~
w é —_— ( ] ) CCTV camera positioned to capture cars,
okE
5
w
>

2

/
CCTV camera

Q- A

co \é“\)“ \é“\/}
|| |
O o

(7

I

An automated entrance used by both cars and cyclists requires both
radio access control for cars and proximity access control for cyclists.

YNimm 24/7/365 REAL-TIME IPGUARD
SINEAd  CLOUD MANAGEMENT I . I 4G/IP/GSM SMART 15
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Most crime and anti-social behaviour within a communal building is committed by a small minority of residents
and their guests. Security objective, therefore, is to restrict residents and visitors to areas relevant to them.

Stainless steel self-resetting emergency

exit device for SBD compliance. N\

CCTV camera
positioned to capture
all persons entering
the building.

Floor specific proximity
access control; security
encrypted, networked,
remotely programmable for
SBD compliance.

CCTV camera
positioned to capture
all persons entering
the building.

CCTV camera covering
entrance foyer.

16

=

4

Proximity access control system;
security encrypted, networked, remotely
programmable for SBD compliance.

\
> |

~ >[I«
. i -
' Net Access to ! !
stairwell is 7]
A »|P[ controlled. :T_>|
| 3
a4l x I
N I = CCTV camera
N\ T I_> positioned to capture
AN »[p I\ persons in front of
- ~— P the reception desk,
- EX security objective is to
o protect the concierge.
/ VCP!
= 4 e
— — L >
RECEPTION
DESK

$3X091S0d

Proximity reader only = Meet &
Greet on Ground Floor. Resident
needs to come down to ground
floor and collect their guest.

OR

Visitor call panel + proximity
reader = Convenience feature that
Meet & Greet can be on the actual
floor itself because visitors can be
buzzed into the stairwell and make
their own way to the floor.

L VISITOR CALL PANEL

Audio-Visual + Proximity Access Control

IPGUARD

4G/IP/GSM SMART
Visitor Door Entry

BATI
<o

CcLouD

N

ECT

24/7/365 REAL-TIME
CLOUD MANAGEMENT
baticonnect.com

www.nacd.co.uk



Proximity access control means that unless you live on this floor, or have a proximity key that has been authorised,

you cannot access this floor.

Proximity control on
stairwell door onto floor.

S
/;\ P [.]EX
E
L
ﬂ\ /// y
m B | - fLAT

| |
L |
i | - FLATS

Pl
e
e L - | E} U
] K
Floor specific proximity FLAT
access control; security
~ encrypted, networked,

remotely programmable for
SBD compliance.

l
BATI 24/7/365 REAL-TIME IPGUARD
Www_nacd_coluk eNE9A CLOUD MANAGEMENT EI 4G/IP/GSM SMART

cLovp baticonnect.com Visitor Door Entry
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The stairs and lift open into a lobby. The flats are behind corridor doors which can be proximity access

controlled. The security disadvantage is that access to the floor itself is not controlled. The convenience feature

is that Meet & Greet of visitors can be on the actual floor itself.

Visitor calling is a convenience )/ ‘ 7]
feature so a client choice, the /( |
security is provided by the ‘

proximity access control.

VISITOR CALL PANEL
Audio-Visual + Proximity
Access Control

FLAT

i ] : VCP

EX

\ FLOOR 3

EXH P

=

N

Proximity access control system;
security encrypted, networked, remotely
programmable for SBD compliance.

Proximity access control on the corridor doors means that unless you live in one of those flats, or have a proximity

key that has been authorised, you cannot get into the corridor leading to the flat.

18

4G/IP/GSM SMART

I—I IPGUARD BATI 24/7/365 REAL-TIME
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The stairs and lift open into a lobby. No need to have floor specific lift control and stairwell door control because the
corridor door to the flats is proximity access controlled. The security risk associated with allowing free access onto
the floor itself is mitigated by the installation of a CCTV camera.

CCTV camera positioned
to capture all persons
coming onto this floor.
) 1

u

rorh U

FLOOR/6

LIFT

LIFT
&=
il
Proximity access To prevent unauthorised
control system; security access to flats on this corridor.
encrypted, networked,
remotely programmable for
SBD compliance.
Cy; PR I ; l‘ R U
Adding a CCTV camera helps mitigates the security
disadvantage that the floor itself is accessible to all.
BATI 24/7/365 REAL-TIME IPGUARD
www.nacd.co.uk 7 was CLOUD MANAGEMENT l:l 4G/IP/GSM SMART 19
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Security objective is to prevent unauthorised access from the podium into the building. CCTV camera captures all
persons entering the building via the podium. Proximity access control to prevent unauthorised access onto the
podium from the building is recommended.

—

M'N

2

Proximity control
on stairwell door

T
’U u

onto floor.

s

\W@Q

o

To prevent
unauthorised access
into the core from the
communal podium.

]
8 il s=~==
[+ 3] 111 _—
i I, » /
Ak o | [
H H |EX P P
‘\_/
L/ [ﬂ A m \:
S\ /- P
Floor specific proximity” 5|—§l
access control; security

encrypted, networked,——
remotely programmable for
SBD compliance.

LR T I

\ CCTV camera positioned

N\

to capture all persons
entering the building.

L =
1L
i =] Ik :
IPGUARD

4G/IP/GSM SMART
Visitor Door Entry

N

BATI
Jcoect
cLoub

COMMUNAL
PODIUM

To prevent unauthorised
access onto the
communal podium.

24/7/365 REAL-TIME
CLOUD MANAGEMENT
baticonnect.com
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CCTV camera always

o)

positioned to capture persons EXP

leaving the bike store. Q

-

N
3 F—_H‘E"
N g
g =—_l}— 1
] N 4

= =—_l}—

§ ’J o]
1
] A o
I £ o

S

BIKES i. »
; =—_l}— (o)
N i
= =—_l}— |
In g2

o

N
= =—_le§-,
N ?
= =__l_l— 1

,J

N
= D — Q

- iy
|J o]

N
g ._—lj— 3

B2l CLOUD MANAGEMENT 4G/IP/GSM SMART
cLovp baticonnect.com 7 Visitor Door Entry

VNummm 24/7/365 REAL-TIME I—I IPGUARD
www.nacd.co.uk -~ lal

Proximity access control
system; security encrypted,
networked, remotely
programmable for SBD
compliance.

If the bike store is a
cage, always use an
EXP type exit button.



Proximity access control system; security encrypted,
/— networked, remotely programmable for SBD compliance.

If the bike store is a E T .
cage, always use an ﬂ“‘%‘g‘—-

EXP type exit button. %ﬂ

leaving the bike store. T L

CCTV camera always « ol % Eﬂ EJ |
positioned to capture persons %

e BIKES Sy

) % If the bike store is a b=

=i cage, always use an E%
‘%% EXP type exit button. 55"1"’#“

b

security encrypted, networked, remotely
programmable for SBD compliance.

CCTV camera always
positioned to capture persons
leaving the bike store.

I—I IPGUARD BATI 24/7/365 REAL-TIME
CO
N

4G/IP/GSM SMART e o3l CLOUD MANAGEMENT www.nacd.co.uk
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Proximity access control

. -
system; security encrypted,
P 4—— networked, remotely
/\/\ programmable for SBD
I:I I:I LL compliance.
CCTV camera always
positioned to capture persons
leaving the bin store.
T GG [0 PSUARD
www.nacd.co.uk \cLouo  baticonnect.com s lv'?s/\'tzerDsrofzﬂs; 23



Proximity access control system; security encrypted,
/— networked, remotely programmable for SBD compliance.

..

|
HI

CCTV camera always
positioned to capture persons

e S

Proximity access control system; ——— 5
security encrypted, networked, remotely
programmable for SBD compliance.

CCTV camera always
positioned to capture persons
leaving the bin store.

4G/IP/GSM SMART e o3l CLOUD MANAGEMENT www.nacd.co.uk
/' Visitor Door Entry cLoup baticonnect.com
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L1t
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STAIRS

==
—
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[

CCTV camera positioned to capture
any person entering the lobby via
the bin store and also providing

| || general cover of lobby.

N

LOBBY

Stainless steel self-
resetting emergency

SNIg

exit device for SBD
compliance.

CCTV camera VISITOR CALL PANEL
covering Audio-Visual + Proximity
entrance foyer. Access Control

YNimm 24/7/365 REAL-TIME IPGUARD
www.nacd.co.uk 70 5l CLOUD MANAGEMENT IAl 4G/IP/GSM SMART
cLovp baticonnect.com “ / Visitor Door Entry
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Any internal door that gives access into
the building must be access controlled.

Proximity access control system;
security encrypted, networked, remotely
programmable for SBD compliance.

CCTV camera always
positioned to capture persons
leaving the bin store.
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CCTV camera always
positioned to capture persons —p
leaving the bin store.

i =—

:

_—

/

/

=

L

VISITOR CALL PANEL
Audio-Visual + Proximity —|VCP

Access Control

CCTV camera positioned to
capture any person progressing
into the building having entered

via either the bin store or main
entrance door.

y

) / Stainless steel self-resetting
emergency exit device for
EX | <— SBD compliance.

t

Proximity access control system;
security encrypted, networked, remotely
programmable

for SBD compliance.

Any internal door that gives access into

the building must be access controlled.

e

=
N
N
N

26

IPGUARD

4G/IP/GSM SMART
Visitor Door Entry

N

BATI
co

CcLouD

24/7/365 REAL-TIME
CLOUD MANAGEMENT
baticonnect.com

www.nacd.co.uk



CCTV camera CCTV camera
inside the lift inside the lift
protects both \ protects both N\
residents and \ residents and
the lift itself. the lift itself. A
LIFT || LIFT | |
P | Inside the lift.
\ 1 \ ]
Y e Z\\
® | p °
Lift call-button. J Lift call-button J
T 24/7/365.
Proximity access control to Floor specific proximity
enable the lift call-button. access control. Proximity
Once inside the lift all floor key will only enable
buttons are available. authorised floor button(s).
Option 3 Option 4
CCTV camera CCTV camera
inside the lift inside the lift

protects both N\

residents and residents and
the lift itself. «q the lift itself.
LIFT
o
P
Inside the lift.
K
\ 1
\ — \
[ J

Lift call-button J

24/7/365.

Floor specific keypad access control for
visitors, floor specific proximity access
control for residents. Proximity key will
only enable authorised floor button(s),

same for keypad code assigned to a flat.

protects both N\

LIFT

’_H—“

——
[ P —|

@® |VCP

Lift call-button. J

Visitor call panel to call flats to request
remote enabling of lift call-button.
Proximity access control for residents to
enable the lift call-button. Once inside
the lift all floor buttons are available.

YNimm 24/7/365 REAL-TIME I—I IPGUARD
MO  CLOUD MANAGEMENT
www.nacd.co.uk oDy Lo MANAG bal  scnp/csm smart 27
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CCTV camera optlon 5
inside the lift

protects both N\

CCTV camera
inside the lift

protects both N\

Option 6

Floor specific keypad
access control for
visitors, floor specific

residents and residents and \ proximity access
the lift itself. q the lift itself. Q control for residents.
Proximity key will only
L. enable authorised
|| floor button(s), same
{ for keypad code
LIFT L assigned to a flat.
VCP I:side the lift. Inside the lift.
[
[ V—H—r“\—} \ [ T
[ J ® |VCP
Lift call-button —/ Lift call-button. —/
24/7/365.
Visitor call panel inside the lift to call flats to request Visitor call panel to call flats to request remote
remote enabling of authorised floor button(s), floor enabling of lift call-button. Proximity access control
specific proximity access control for residents. for residents to enable the lift call-button.
Option 7 Option 8
CCTV camera
inside the lift

Floor specific keypad

protects both N\
\

Lift call-button. —/ T

Visitor call panel to call flats to request remote enabling of lift call-button.
Proximity access control for residents to enable the lift call-button.

SECURITY OBJECTIVE

residents and access control . ]
the lift itself. for visitors and Inside the ift. CCTV camera
residents. Keypad coverage alone is
code assigned to a < a significant crime
flat will only enable L deterrent.
authorised floor Just one CCT\{
button(s). LIFT camera in the lift
records everybody
I getting in / out on
Inside the lift. every floor.
It protects
: : : . residents.
r It protects the
r Tl_ expensive lift car.

To compartmentalise the building restricting visitors and residents to specific floors and other relevant communal areas. It will not prevent
or even reduce tailgating. Visitors using the lifts have already passed through a minimum of one and maybe two access controlled points
(1) Main Building Entrance Door (2) Inner Lobby Door.

Options 6 or 7 requires the visitor to again call the resident for entry (to enable the lift call-button) and be verbally given the floor specific
keypad code whilst inside the building not in the public street.

Security is, therefore, not compromised and residents/visitors benefit from convenience (no Meet & Greet). Additionally both install and
maintenance costs are lower because the system is less complicated than option 5.

IPGUARD

4G/IP/GSM SMART
Visitor Door Entry

BATI 24/7/365 REAL-TIME
HEe)NESm CLOUD MANAGEMENT
CLOUD )  paticonnect.com

www.nacd.co.uk
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ENTERING CCTV CAMERA
FIREMAN SWITCH (OPTIONAL) IMPORTANT! THINK TO PROTECT THE VISITOR PANEL /
MAX HEIGHT PROXIMITY READER FROM DIRECT SUNLIGHT. PTZCAMERA
3.0m Visitor panels / proximity readers can get too hot to touch when 3.0m - CevTRe (L I
exposed to direct sunlight. Some systems auto-shut down to .
self-protect until cool enough to restart. Extended exposure to
3m direct sunlight will, of course, eventually cause irreparable STATIC CAMERA
damage / failure to cameras, displays, readers and electronics. CENTRE __
EXTERNAL MODEM
MIN HEIGHT FIREMAN SWITCH (OPTIONAL)
@ MIN HEIGHT
20m 20m- -
om COMMUNAL COMMUNAL
VISITOR DOOR DOOR
CALL PANEL 2.5m 3.0m
GENTRE_ | _— PROX
10m D,,CF““SE, Top ,RER,, ,H,PFNT‘!E, 1.0m
T4m 1.0m 1.0m 1.0m
b A Wi
OPENING OPENING
DIRECTION DIRECTION
Door must NOT Door must NOT
open over panel open over panel
PAVED AREA
Person must be able to stand
in front of the panel (make sure t t
no obstructions or plants, and
is not a grass floor) LOOKING FROM OUTSIDE LOOKING FROM OUTSIDE
EXITING VIDEO MONITOR / HANDSET
2.0m - 2.0m-
COMMUNAL COMMUNAL
DOOR  yaxmum DOOR  yaxmum
DISTANCE DISTANCE VIDEO
1.0m 1.0m MONITOR HANDSET
= _ 1 CENTRE % ,,,,,
1.0m CENTRE -~ - ﬂ ~ TP CENTRE -~ U L 1.0m -
10 - EXIT BUTTON T
~——— EM24EX
E o BREAK GLASS ¥ T | SELF-RESETTING
. WITH FLIP LID EMERGENCY
1.0m 1.0m 1.0m 1.0m EXTDEVICE 1.2m
i y ] A o
OPENING OPENING \
DIRECTION DIRECTION
Door must NOT Door must NOT Person must be able IN FLAT HALLWAY
open over open over to stand in front of the
exit button / exit device(s) panel (make sure no
breakglass t t obstructions or plants).
LOOKING FROM INSIDE LOOKING FROM INSIDE
BATI 24/7/365 REAL-TIME |PGUARD
www.nacd.co.uk STl CLOUD MANAGEMENT IAl 4G/IP/GSM SMART 29
CLouD baticonnect.com -
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HEALTH & SAFETY WARNING

NOT SAFE'!
Maximum
Double pole distance
PTM and PTB 1 metre
exit button(s) Pull / Push handle

Qi
—

Maximum height
from FFL 12YDC ) If a person cannot reach the exit button
1 metre Fail Safe Locking AND the door handle at the same time,
the safety PTB poles of the button are
USELESS. The installation is unsafe and dangerous.

A

EXIT ROUTE FROM INTERNAL

The PTB (Push to Break) contacts on the é CORRECT @ FauLTY & DANGEROUS!
button break the lock power circuit but only ATER FOUNTAI e roUNTA
when the button is pressed in.

. .?!

The instant the button is released, the lock
is immediately re-powered and the door
immediately locks.

t vt t

X t
If the person CannOt bOth pl’eSS the bUtton Water flows only when Button is too far from the water fountain. The flow stops
in and push or pu” the door Open at the button depressed. immediately button is released, person cannot drink.
same time, the installation is dangerous.

@ CORRECT @ FAULTY & DANGEROUS!

PRESS TO EXIT BUTTON PRESS TO EXIT BUTTON

i

Lot t X t

Door unlocks only when
button is depressed.

Button is too far from door. The door relocks
immediately button is released, person cannot escape.

ALWAYS CHECK THAT WHEN A BUTTON IS PUSHED AND HELD DOWN THE DOOR STAYS UNLOCKED AND
DOES NOT RE-LOCK. ALL INSTALLATIONS MUST COMPLY WITH BUILDING CONTROL REGULATIONS.

I—I IPGUARD BATI (2:4/07/365 REAL(-;I'IME
& 4G/IP/GSM SMART LOUD MANAGEMENT . .Co.
30 Visitor Door Entry \ ctoun baticonnect.com www.nacd.co.uk



FEATURES REQUIRED FOR EQUALITY ACT 2010 (DDA) COMPLIANCE.

IPGUARD PRO A resident with hearing

impairment must be provided
with video of the visitor.

A resident with visual
impairment must see a close
up of the visitor.

Remember, the camera in the
panel is for the benefit of the
resident only not the visitor.

ol o

Hearing impaired visitors need
visual aids to help them call the
correct flat, to know when a call
has been answered, when to
m IPGUARD start speaking, when the door
. has been unlocked etc. The
panel needs to have a clear
display and visual indicators.

7 &

Proximity reader:

e Obvious (image of a key)
llluminated for night time
Bright so stands out

LEDs to indicate door open
Buzzer to indicate door open

O s MY

Hearing aid loop.

¢
%

Voice output information
messages, to indicate call
progress, door has been
opened etc.

®

TO SELECT WHO TO CAl

Markings illuminated for the
visually impaired.”

%

Large markings for day time
usage when illumination
does not assist.

® [

Blind or severely visually
impaired persons need braille
embossing on the buttons so

that if they know the flat number
they are visiting, they can still
call. Buttons must be illuminated
for night time usage.

%

Tactile, raised and large (15.6mm
diameter) for the arthritic.

Y

* Panels with a yellow ring only around each button are not compliant because the yellow rings are of
no use at night, no use to the colour blind, and do not assist in identifying the markings on a button.

BATI 24/7/365 REAL-TIME I—I IPGUARD
& bal
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QUICK CHECKLIST

1.

Camera integral to panel so that a resident with visual impairment can
see a close-up of the visitor.

Note: An additional camera above the door covering the entrance area
is highly recommended for security but only if it is recorded and/or
displayed on resident televisions.

Large, raised tactile buttons.

Large descriptive markings / digits on buttons for daytime use.

Large illuminated digits on buttons for night time usage.

Braille embossing on buttons.

Visual output information messages and LED icons on the panel to assist
the hearing impaired.

Voice output information messages on the panel to assist the visually
impaired.

Large obvious proximity keyfob reader with visual and audible output.
Note: it must be obvious where the proximity reader is and what it is for,

consider night time usage (if you have trouble seeing it or knowing what it
is, it cannot be Equality Act compliant).

JUST LOOK AT THE VISITOR DOOR ENTRY PANEL:

What meaningful features have been provided to make it easier for
blind, visually impaired, hearing impaired, arthritic, mobility impaired, or
elderly people?

® Y&
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1. IDENTIFYING SECURITY RISKS AT VISITOR
ENTRANCE DOORS.

¢ Anybody can enter the building simply by tailgating.

¢ Nobody can see who is entering the building in real-time.

e Multiple simultaneous nuisance calling of residents inevitably
results in somebody opening the door.

e Problem residents (illicit trades) anonymously abusing the
system by opening the door for their clients.

e Children and the elderly innocently opening the door to
unwelcome visitors.

e Door is wedged open or not properly shut.

2. EVERY RESIDENTIAL BUILDING HAS INTERNAL
RISKS.

e Burglary and other crimes committed by other residents and
their visitors.

e Anti-social behaviour by other residents and their visitors.

e lllicit trades (prostitution, drugs, clubs).

¢ |llegal subletting.

3. VISITOR DOOR ENTRY SYSTEMS MUST BE
COMMUNAL NOT PRIVATE.

Security can only be achieved by inclusion which means
the community. Insecurity results when any one person,
any one flat can let anybody into the building with total
impunity because there is no management control.

Management must always be part of the security equation.

A building visitor entrance door is shared by all. It is not a private
entrance. All entry and exit through this door affects the whole
building and all residents. The visitor door entry system should,
therefore, provide for the convenience and security needs of the
building as a whole.

Example: lllicit trades (prostitution, drugs) benefit from a

conventional video monitor only door entry system because they
can let anyone into a building with impunity.

4. UNDERSTANDING CRIME & ANTI-SOCIAL

SECURITY MEASURE(S)

Picture log sent to the flat of the
visitor who called.

Full visitor call log.

Inner lobby proximity controlled door.
CCTV

Compartmentalisation by floors.
Picture log sent to the flat of the
visitor who called.

Full visitor call log.

CCTV

Picture log sent to the flat of the
visitor who called.

Full visitor call log.

CCTV

BATI 24/7/365 REAL-TIME IPGUARD
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BEHAVIOUR.

e Criminals do not want to be seen and recorded.

e Criminality and anti-social behaviour requires anonymity and secrecy.

e |f the criminals and problem residents (illicit trades) cannot operate
freely, they go elsewhere.

5. CONTROL HOW RESIDENTS SPEAK TO VISITORS AND
OPEN THE DOOR.

Video monitors allow anybody in any flat to open the door to visitors.

e Children can open the door for visitors without supervision.

e |llicit trades (prostitution, drugs) can open the door to clients with
impunity.

¢ |llegal sublet tenants, guests can open the door.

The security risk is increased if the:

e System cannot identify residents abusing the visitor door entry
system.

¢ No system visitor and resident usage information available to
management.

When residents know that the visitor door entry system
installed logs all visitor/resident usage, they behave much more
responsibly and do not simply buzz anybody into the building
because they could be held accountable.

6. PROBLEM RESIDENTS.

Unfortunately, in some residential buildings, criminality and anti-social
behaviour is caused by a small minority of problem residents. These
people live in the building so keeping them out is not an option. The
objective, therefore, is to limit the damage and anti-social behaviour
caused from “within” to an absolute minimum. Obviously, all security
measures implemented will also impact on unwelcome intruders.

The following security measures will assist in making the building more
secure:

e Additional proximity access controlled stairwell / corridor doors and
lifts to restrict access to only the relevant residents.

e CCTV cameras located on every communal landing level covering
access onto that floor via the lift or stairwell are a powerful deterrent
to problem residents / visitors.

4G/IP/GSM SMART
Visitor Door Entry

IPGUARD
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SECURITY MEASURE(S)

CCTV

Full visitor call log.

Compartmentalisation by floors.

CCTV

BATI
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PRESS & HOLD of the
Emergency button also
cuts power to the EM24EX
(Fail Safe Timer Relay)

so both its lock relays

fail (they need power to
be operational) thereby
mechanically (physically)
breaking the fail safe lock
power circuits so electrical
locking released.

To comply with
both BS EN
60839-11-2 and
the NSI NCP 109.3
Code of Practice
for lllumination &
Sound Indication.

Pressing the
Emergency button
momentarily:

Green light
illuminates for the
preset duration the
electrical locking is
released.

Alarm buzzer
sounds for the
preset duration the
electrical locking is
released.

BS-EN-11 provides examples
of symbols on emergency
“call-points”, to simplify
understanding of usage for all.

BATI
CO ECT

CcLouD

www.nacd.co.uk

PRESS & HOLD of the Green Mushroom
exit button also mechanically (physically)
breaks the fail safe lock power circuit so
electrical locking released.

=> @ <=

- @ -

CLOUD MANAGEMENT 4G/IP/GSM SMART
baticonnect.com Visitor Door Entry

24/7/365 REAL-TIME I—I IPGUARD
FEN

AUTOMATICALLY
SELF-RESETS

PRESSING THE EMERGENCY
BUTTON MOMENTARILY
(Press & Release) acts as a
power OFF / ON to the EM24EX
(Fail Safe Timer Relay) which
activates the hold unlocked
release feature of the electrical
locking for the preset duration
period.

PRESS & HOLD of the
Emergency button also
mechanically (physically) breaks
the lock power circuit so electrical
fail safe locking released.

EMERGENCY BUTTON

Building Regulations Part M (Access),
Clause 2.17C.

“Doors must be openable........ using a
CLOSED/CLENCHED fist...”

The Emergency button must be raised
proud of the mounting surface to comply.
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DELIVERING SECURITY SOLUTIONS

NACD specialises in the manufacture, trade supply, project design,
installation, commissioning, service and repair of security systems.

OUR PRODUCT RANGES
BATICONNECT® CLOUD Total Remote Management

CCTV video surveillance systems

Thermal CCTV protection detection

IPGUARD® 4G/IP/GSM Smart Technology Video Door Entry
INFINITI® Full IP/PoE Video Door Entry

ICON CLOUD, IP Access Control

IPVIEW?® Full IP/PoE Video Door Entry

EVE196-X3-RS BATICONNECT CLOUD Access Control
Satellite TV-IRS installations

Automatic gates

Equality Act compliance product solutions

Powered doors

Contract and planned maintenance

Emergency 24/7 building security systems support

Refurbishments

24/7/365

www.baticonnect.com

INACD|

ACCESS = COMMUNICATIONS = CCTV

IPGUARD ANTI CLONE
l:l Smart App @g GUARANTEE

+44 (0) 1442 211848 www.nacd.co.uk
estimating@nacd.co.uk  f fJ nacditd

Unit 1, Enterprise Way, Maxted Close,
Hemel Hempstead, HP2 7YJ

Cor!sltll!Lctionline . CQMS
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Secured by Design
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